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A SAFETY ANALYSIS METHOD REGARDING
(IN)CAPABILITIES, WEAKNESSES AND

COMPONENT FAILURES

Methodical approach for safety analysis in the context of use cases by a

combined Top-Down and Bottom-up analysis approach

Tobias Braun, Matthias Rauschenbach, Christian Wolschke, Fraunhofer LBF

Darmstadt; Jan Reich, Simon Kupjetz, Fraunhofer IESE Kaiserslautern

The presented approach combines a Top-Down analysis approach based on component

fault trees (CFT) with the bottom-up technique probFMEA allowing systematic safety an-

alysis considering classical functional safety and SOTIF (Safety Of The Intended Func-

tionality) aspects on different abstraction levels supporting the whole development cycle.
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Safety analysis enables a direct link and

traceability to the elements of the

system architecture

* Applicable on different abstraction
levels: system capability-based
taxonomy, functional and technical
architecture

Derivation and refinement of safety
requirements and identification of top
level events
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SafeTbox: Extension for Enterprise Archi-
tect supporting the modelling of the archi-
tecture, safety analysis, GQM and safety
case description (using the Structured
Assurance Case Metamodel - SACM)

» support for functional safety and
SOTIF, connectors for safety analysis
(Cut-Sets and Bayesian networks)

* supports tracing between different
models and their elements

* usage of analysis results as a
contribution of evidence to safety case
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Starting point of the presented methodology is the system architecture on the
addressed complexity level (capability, logical or technical). The Phenomenon-
Signal-Model (PSM) is used as basis for identification of the functional use case
and the required capabilities as well as criticality phenomena.

Step 1: Analysing of system capability-based taxonomy for the concrete

functional use case «  System capability-based taxonomy as main

EGO recognizes crossw:

prerequisite provides system capabilities and

analyses the active capabilities functions for the

‘ use case based on the PSM.

+ Dependencies between the capabilities are
modelled as ports. This structure is used as

input for the modelling of failure propagation

aligned with the architecture.
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Step 2: Modelling of failure propagation based on the dependencies
Analysis starts with a top level element . _. . oo sien soeccsion
H H MName Description
(TLE) SUCh a'S the VIOIatIon Of a' Safety NOMNE Indicates that no failure types is defined
. No Service or Signal is not delivered
goal Or Safety requ | rement formu Iated Less Service or Signal provides a lower value than expected
More Service or Signal provides a higher value than expected
- Too early Service or Signal is delivered earlier than expected
for o n e S peCIfI C u Se Case Too late Service or Signal is delivered |ater than expected
Non existent Elemente refered to does not exist
° 1 1 Too large Service or Signal provides too large values resp results
Causes for the VIOlatlonS are Too small Service or Signal provides too small values resp results
. Too marny Service or classification retums too many elements
tracked dOWn uslng the mode”ed Too few Service or classification retums too few elements
| Not relevant Elemente refered to is not relevant
. . Faleahs relavant N\ Flementa referad tn e rlacsifiad faleahs 2 relewant
dependencies to the atomic element of
Crossuat Martings

the analysed abstraction level.
» Application of keywords at the level
of dependencies to enable systematic

identification of failure causes. An
identified failure not leading to the TLE

can be analysed to identify missing
TLEsS.
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Step 3: Modelling failure causes with regard to functional safety and SOTIF
aspects considering quality measurements and metrics
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Step 4: Analyse developed failure propagation model to identify issues,
derive countermeasures and provide evidences for the safety argumentation

Minimal cut-set (MCS) as output of the Fault classical functional safety and must be

Tree Analysis (FTA) can be used to identify handled

critical combination of events and conditions » Approach allows to analyse impacts of

causing a violation of the safety goal or safety classical functional safety topics as well as

requirements under investigation as TLE SOTIF aspects and to derive safety

+ Triggering Conditions which are part of measures. These measures can be
multiple MCS indicate a critical environment functional and technical measures but also
condition which requires special attention adaptions on the behaviour of the vehicle
also regarding testing and capability level.

* MCS consisting of single Weakness and * CFTs can automatically be translated into
Triggering Condition combination Bayesian Networks (BN). These BNs can be
corresponds to Single Point Faults in the used for extended quantitative analyses

Ti90519 | wremeone Qualitative and quantitative analysis results
CO”;’\'“O” B from probFMEA, FTA and BN are evidences
_ supporting the safety argumentation (e.g.
Tcr;gngjcftrig? Wea;”ess documenting the robustness of a system with
MCS order or the probability of safety goal
Tcr:)gn%?trgr? /safety requirement violation from BN analysis).
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