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Beyond Technology: XXZK’&‘E&?&""
What do we mean by Safety or Acceptance Criteria?

» Society, Standards, Regulations ...

Exemplary Goal ALKS: “The [...] system shall be

Safety = | Absence of unreasonable risk | free of unreasonabie risks”
v A 4 A 4 vy A J v r
Laws, . -
Functional SOTIE Cybersecu UN-ECE Ethics Product Liability
Safety rity ALKS ! Commission Act, ALKS, ...
©
=
Q
=
5 ALKS: German Ethics Com. ALKS: “"ALARP-Part”:
"Unreasonable risk" final report 2017: 2. " ]
Q 1SO 150 1SO Explicit means the overall [...] automated systems s}'{::; 22?221:;: system
Q 26262 21448 21434 XPIUCIL 707 of risk for the are only justifiable if . any
c I i Ii R . PRB ALARP collisions that are
© complia complia complia Criteria | driver, vehicle they promise at least a reasonably foreseeable
+ nce nce nce occupants and other reduction of harm in N
Q. o e and preventable.
) road users which is the sense of a pesitive
increased compared risk balance compared
8 e.g. PRB fo a competently and to human driving
<( e carefully driven performance.

manual vehicle.
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Different stakeholders and their requirements to argumentation XXZZ’SSE‘?ZL""

METHODS

Kraftfahrt-
Bundesamt

Argumentation of
Abscence of unreasonable
risk in an open context...

...satisfying varying concerns
and needs of stakeholders?
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The VVM Assurance Framework in context Xx

VALIDATION
~
‘ | e 2

METHODS
VVM Assurance Framework

Which evidence
Is required to
address the
concerns and
how can it be
produced?

How do we
structure the
argument and

communicate its

strategies?

SN
ol>lale

What are key safety
concerns w.r.t.
open context?

Bo

interface

methods, processes
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Traceable decomposition & continuous validation of claims

» Concern: Assurance case must remain valid, even when
system context changes

» Traceable decomposition / interpretation of claims (assumptions)
» Continuous post-release verification & validation w.r.t new findings:

Do assumptions still hold?

Wi
MY

interpretation m continuous
of claims V&\_/
of claims
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Top-Level Argumentation Strategy Xx VALIDATION

METHODS

normative ..0Objective .Subjective
adherence to normative guantitative evidence to non-objective perspective, e.g.
aspects, e.g. law, standards address residual uncertainty gualitative arguments addressing
in normative branch doubts of single experts
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Interface between argumentation and methods XXZKE‘EE‘I‘SL""

METHODS

strategy

sub claim

sub claim

sub claim

» Not necessarily self-explaining, i.e. accessible — S—— p—
for every relevant stakeholder

» No direct connection between the argument’s : : :
evidence evidence evidence
structure & processes for evidence generation

» Order and address common key concerns and

derive evidence that shall be realistically

producible by methods, processes methods, processes
based on (Reich, 2021)
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VERIFICATION

Principles for a coherent, comprehensible and traceable safety argument Xx

METHODS

sub claim sub claim

sub claim

strategy strategy strategy

» We need to connect methods, artefacts,
evidence & argumentation structure: ke Slens

evidence

|

Capability Layer

» Asuitable level of abstraction to argue

4o

the decomposition of the open context [ Engineering Layer ;

» Architectural approach as integral part Real World Layer i the elenfant”
of the safety argument to achieve :.‘ f ": SHEINg e SlEphan
traceability of artifacts, methods artefacts

» Compatibility with relevant industry --

standards methods, processes
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Secondary argumentation strategy: Perspectives of argumentation sziﬁ.ii‘é&“"
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Required
behaviour

missing

specification \ %
AN
\%,
o Capability Layer
. V% |

.\\b / \ %0 Engineering Layer
A‘b / \ ?o Real World Layer

/ \ L]
/ \ artefacts

/ unexpected \\ T
/ behaviour < methods, processes
Real Specified
behaviour o _ _ _ _ & & o o o e e e e - behaviour

Implementation gap

3-Circle-Model:

Stellet, J. E.; Brade, T.; Poddey, A.; Jesenski, S.; Branz, W.:

“Formalisation and algorithmic approach to the automated driving validation problem”,

IEEE Intelligent Vehicles Symposium, 3@ Workshop on Ensuring and Validating Safety for Automated Vehicles (EVSAV), Paris, France, 2019
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Assurance Framework Xx VALIRTION

METHODS

We must argue that the system in its environment is...

Specified, verfiable and validatable
sufficiently complete & correct

Designed, implemented, verified and validated
correctly in a controlled environment

Required

Safe under uncontrollable real-world conditions

Real
behaviour
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Assurance Framework Xx VALIRTION

METHODS

We must argue that the system in its environment is...

Specified, verfiable [ \\
and validatable Sy
sufficiently complete Capablllty Layer
& correct \_ ) Assurance
Case
4 "2\
Designed, implemented, ' i
verified and validated - - ﬂ&, wrirm
correctly in a Engineering Layer : * f
controlled environment )
4 N\
Safe under uncontrollable
real-world conditions Real World Layer I
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The VVM Assurance Framework in context Rﬁi’fiﬁiﬁ?&""

it

Ve

VVM Assurance Framework

Which evidence
IS required to
address the
concerns and
how can it be
produced?

How do we
structure the
argument and
communicate its
strategies?

What are key
safety
concerns w.r.t.
open context?

interface

Capability Layer

artifacts
Engineering Layer

methods, processes Real World Layer
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V&V Process in Assurance Framework XX¥Z’SE§§&‘ZL""

METHODS

- ; T . . Standards
Operational Concept Design & Realization Verification & Verification
)
Claims & Open Context System & V&V Concept
Goals 0 ational
eI LR e evidence |  jm———- evidence
Capabilities
0DD
Definition
Capability Layer
- —/
) )
Architecture & Design Test Planning &
Definition Orchestration
evidence ﬁ
. . evidence
Engineering Layer
(controlled, designed environment) ‘
evidence evidence
Real World Layer
(uncontrolled environment)
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Assurance Framework Xx VALIRTION

METHODS

e - \‘\ e N
Capability Layer
- |/
R0 2
Enqi gL o @D L = =
ngineering Layer N G S 5 5
- — ~ = | J o
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Real World Layer
- AN J
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VERIFICATION
g, VALIDATION
.. METHODS

V&V Process in Assurance Framework

How can we derive arguments that the specified
system does not pose an unreasonable risk in its

gggnitiun targeted Operational Design Domain?

» iterative decomposition of Operational Domain
(OD) into Operational Design Domain (ODD)

» derive target behavior & provide a starting point
for scenario definition

» while explicitly capturing assumptions w.r.t.
development decisions & their contribution risk
posed by the system

Jan Reich, Marcus Nolte .“



VERIFICATION
VALIDATION
“h. METHODS

V&V Process in Assurance Framework

to enable the argument that safe target behavior

o Which capabilities do organization & system need
can be performed in scenarios?

» system capabilities* imply a structured
derivation of performance requirements
w.r.t. target behavior

» provide connection between requirements,
architecture & target behavior

*capability: Potential to perform an outcome-based action (with a certain performance) — (based on Wasson, 2005)
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VERIFICATION
wr.  VALIDATION
" A METHODS

V&V Process in Assurance Framework

Verification & Verification

argue that the system possesses the required
capabilities for safe behavior in an open context?

o How can we structure verification and validatation to

» V&V Concept: collection & composition of
methods to yield evidence for the correct
realization of appropriate capabilities

» starting point for argumentation that (safety)

requirements are properly reflected in pass-falil
criteria for tests

Jan Reich, Marcus Nolte "



VALIDATION
METHODS

Wh at‘s n eXt? x VERIFICATION

Operational Concept | | Design & Realization

Claims & Open Context Stream 1 \ rem—
y

Capability Layer

Architecture & Design —
Definition

evidence
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What's next? YL o’

METHODS

Verification & Validation

V&V Concept
—» evidence

sllly-|  Test Planning &

Orchestration

s evidence

(

Z Weals

J

evidence
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What's next? YL o’

METHODS

Operational Concept \ Design & Realization Verification & Validation
Claims & Open Context ‘

[ System & y 9 ] V&V Concept
i ke IS

Capability Layer

(

J

Stream 3
Tools and Data -
Engineering Layer Processin 0
(controlled, designed environmer
.
Real World Layer e —
(uncontrolled environment) J l
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Summary YL o
METHODS

» VVM Assurance framework yields structure for...
» tackeling the complexity of an ADS assurance argument by separation of (stakeholder) concerns
» a systematic an traceable decomposition of the claim ,absence of unreasonable risk”
» systematically linking requirement definition to V&V efforts

» However:
» VVM Assurance Framework is no assurance argumentation (in progress: second half of VVM)
» We cannot build a convincing argument without methods and tools that generate the required
evidences
» Methodological approach: Next talk (Helmut Schittenhelm)
» Tools: Stream 3
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Thank you!

Jan Reich, Fraunhofer IESE ) jan.reich@iese.fraunhofer.de N\,  +49 (0)631/ 6800 2254
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